Cybersecurity and the Supply Chain

Course Number: 1053

Length: 2 Days

Primary Delivery Method: Instructor-led live classroom
Alternative Delivery Methods: Instructor-led online (synchronous)

Course Description

Learn to address cybersecurity concerns through all tiers of the global supply chain and with companies directly
involved in delivery of products, services, and solutions to the federal government. Lower levels of the supply
chain are a major risk to prime contractors and the government. Smaller companies often lack the resources to
properly secure their systems or controlled unclassified information (CUI). Proper oversight is key. This course
provides guidance to ensure all members of the supply chain protect their systems and CUI from cybersecurity
attacks.

Intended Audience

This course is intended for contracting personnel in the federal government and commercial sectors who need
to provide oversight of cybersecurity regulations and compliance in the supply chain.

Course Learning Objectives

+ ldentify methods and techniques for contracting professionals to oversee and mitigate supply chain risks
including cybersecurity

» Describe the concepts of cybersecurity and cybersecurity compliance as they relate to the roles of
contracting professionals

» Describe the cybersecurity regulations and requirements that provide the foundation for contracting
professionals to oversee the supply chain

» Explain how contracting professionals ensure that cybersecurity complies with regulations and
requirements in the supply chain

Course Additional Features

* Producer Support

* Technical Support Team

* Dedicated In-House Accessibility/Section 508 Compliance
+ Student Resource Guides

All details about the Additional Features are available on this page. Click here to Explore

Course Schedule

DAY ONE
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MORNING Lesson 1: Supply Chain Management and Cybersecurity Risks
LUNCH
AFTERNOON Lesson 2: Overview of Cybersecurity

DAY TWO

MORNING Lesson 3: Cybersecurity Regulations and Requirements

LUNCH

AFTERNOON Lesson 4: Cybersecurity Maturity Model Certification Program
Course Evaluation

Learning Methods

Individual, small-group, and large-group exercises; lecture, discussion

Credits

National Association of State Boards of Accountancy (NASBA)
» Field of Study: Finance

* Level: Basic

« CPEs: 16

Professional Development Units (PDUSs)

+ Credits: 14

Continuous Learning Points (CLPs)

e Credits: 16

Management Concepts Certificate Program Relationship

This is a core course in the following program(s):

e Supply Chain Management
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e Program Protection - Cyber and Al

This is an elective course in the following program(s):

» Enterprise Risk Management
* Internal Control

Prerequisites

There are no prerequisites for this course.

Prework

There is no prework required for this course.

Requirements for Successful Completion

Full (100%) attendance is expected and required. Successful completion of the course depends on full class
attendance and active participation in individual and group exercises.

Follow-On Resources

e Cybersecurity for Contracting Professionals
* Supply Chain Management Fundamentals
» Conducting Acquisitions for Cloud Services
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Ready to Enroll?
A

See the most recent course information and scheduled classes at this link:
https://www.managementconcepts.com/course/id/1053

DON'T MISS OUT

Management
Concepts Blog

Weekly Intel for the Federal Workforce
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