Cybersecurity for Contracting Professionals

Course Number: 1040

Length: 2 Days

Primary Delivery Method: Instructor-led live classroom
Alternative Delivery Methods: Instructor-led online (synchronous)

Course Description

Learn how to safeguard your contracts by understanding today’s rapidly changing cybersecurity regulations and
their impact on the contracting world. You will become vigilant in watching for any cybersecurity threats and be
able to quickly react to any possible breach.

Note: This course is focused on government and contractor systems and the sharing of controlled unclassified
information (CUI) as part of the acquisition process.

Intended Audience

This course is intended for contracting personnel in the federal government and commercial sectors who want
to know how cybersecurity regulations affect their contracts and how their organization can remain compliant.

Course Learning Objectives

+ Examine cybersecurity threats and the role contracting professionals play in cybersecurity management
» Determine which cybersecurity laws and regulations apply to your contracting organization

* Measure the impact of various cybersecurity standards, controls, and frameworks on federal acquisitions
+ Evaluate potential cybersecurity threats during acquisition planning and contract performance

Course Additional Features

* Producer Support

* Technical Support Team

+ Dedicated In-House Accessibility/Section 508 Compliance
+ Student Resource Guides

All details about the Additional Features are available on this page. Click here to Explore

Course Schedule

DAY ONE

MORNING Module 1: Overview of Cybersecurity
LUNCH
AFTERNOON Module 2: Cybersecurity Laws and Regulations
fr
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DAY TWO

MORNING Module 3: Cybersecurity Standards, Controls, and Frameworks
LUNCH
AFTERNOON m;)r?r:ﬁioi: Cybersecurity Considerations in Acquisition Planning and Contract

Capstone Exercise

Course Evaluations

Learning Methods

Individual, small-group, and large-group exercises; facilitated discussion, case studies

Credits

National Association of State Boards of Accountancy (NASBA)

* Field of Study: Information Technology

* Level: Basic

« CPEs: 16

Professional Development Units (PDUSs)
* Credits: 14

Continuous Learning Points (CLPs)

e Credits: 16

Management Concepts Certificate Program Relationship

This is a core course in the following program(s):

* Program Protection - Cyber and Al

This is an elective course in the following program(s):

» Enterprise Risk Management
e Internal Control

888.545.8574 | ManagementConcepts.com | © 2025 Management Concepts

([
MANAGEMENT
CONCEPTS


https://www.managementconcepts.com/Certifications/Management-Concepts-Certificate-Programs/Certificate-Programs/Acquisition-and-Contracting
https://www.managementconcepts.com/Certifications/Management-Concepts-Certificate-Programs/Certificate-Programs/Federal-Financial-Management
https://www.managementconcepts.com/Certifications/Management-Concepts-Certificate-Programs/Certificate-Programs/Federal-Financial-Management

Cybersecurity for Contracting Professionals

|
Prerequisites

There are no prerequisites for this course.

Prework

There is no prework required for this course.

Requirements for Successful Completion

Full (100%) attendance is expected and required. Successful completion of the course depends on full class
attendance and active participation in individual and group exercises.

Follow-On Resources

» Ethics in Federal Contracting

« Data-Driven Decision Making

» Critical Thinking for Problem Solving

* Project Management Principles

* Conducting Acquisitions for Cloud Services
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Ready to Enroll? -
A

See the most recent course information and scheduled classes at this link:
https://www.managementconcepts.com/course/id/1040

DON'T MISS OUT

Management
Concepts Blog

Weekly Intel for the Federal Workforce
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